Data Security

,No matter whether you prefer an in-house or hosted solution - the
security of your data is a personal concern for us.”

For us, data security means the integrity, confidentiality and availability of your files
in roXtra. For this reason, you'll find all the necessary security standards in the sys-
tem for working in a secure environment.



Installation on your own servers or on
servers in Germany

Secure Hosting

You can choose whether to install the system on your
own servers or on servers hosted by us at our site in
Germany. Both options offer you maximum security. For
companies with limited internal IT resources, hosting on
Roxtra GmbH servers is an optimal solution.

Double-authenticated login

Secure login

Optional two-step login authentication ensures that
users can only access their own personal roXtra ac-
counts. For this multi-stage authentication procedure,
along with their password, the user enters an additional
PIN that they can either receive by e-mail or SMS.

Static or dynamic watermarc

Secure identification

You can add a static or dynamic watermark to docu-
ments. This can be used to mark documents as ,confi-
dential”, for example, or substantiate a document’s aut-
henticity.

Authentication via IdM

Secure connection

With the extension IDP-Connector the effort for user
administration is minimized. You can choose between
a connection to Active Directory, Azure AD or Okta

Data exchange with HTTPS and encryption

Secure exchange of data

Your data is transmitted through a Secure Sockets Lay-
er (SSL) protected HTTPS client-server connection. We
use only certificates issued by internationally recogni-
zed certification agencies for this purpose. To further
protect your passwords, we use RSA-based encryption
for all transmitted passwords.

Explicit access rights

Secure access rights system

By assigning access rights in roXtra, you ensure that
users can only access documents and files that they
actually have permission to use. You can also decide
whether to grant read-only access or allow downloa-
ding and editing as well. These rights can be assigned
down to the document level.

Certified safety

Secure information security

We are ISO 9001:2015 certified. This is the basis for the
continual improvement process of our QM system. Our
hosting partners guarantee you the highest standards

in information technology with the certification accor-
ding to IS0 27001:2017.

Privacy by design

Secure data

We process personal data in accordance with the re-
gulations of the EU General Data Protection Regulation
(GDPR).



roxXtra

Do you have any questions regarding security in roXtra?

We look forward to hearing from you via e-mail or telephone!
service@roxtra.com [ +49 (0)7161505 70-0
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